EEE449 Computer Networks

Semester 1 2009-10-01

Individual Assignment

To do the assignments you will require:

· Direct access to a computer connected to a Local Area Network using TCP/IP
· a PC with 95/98/2000/XP connected to a LAN
· knowledge of how to use a "terminal window" (or "command window" on a PC)
Commands you will be using include:

· ipconfig - to examine the configuration of an IP network interface
· ping - to send an ICMP echo request and examine the response 

· arp - to examine the Ethernet address resolution protocol cache 

· netstat - to retrieve network statistics (including routing information) for your computer 

· finger - to contact a network finger server on a remote computer 

Before you use these commands on a PC you must first launch a "command tool" by clicking on Start -> Run and type 'command' (on Windows 98) or 'cmd' on (Windows XP).

All the commands are to be found in the following location:

· windows/system32/ 
If you are using a PC running Windows 98,2000, XP, you may find out more about each of these commands by typing 'xxx /?' where xxx is the name of the command about which you wish to know more. For example 'ping /?' will usually provide information about how to use the ping command and what options are available to control the way in which the command is used.
The four tasks are:

1. Finding out about your own network connection 

2. Learning about computers on your own LAN 

3. Learning about computers on remote networks 

4. Learning about the Internet 

Task 1: Finding out about your own network connection

The purpose of this task is to find out about the connection of your computer (an End System) to the network. Most computers at a University or Company are directly connected to one or another type of Local Area Network. 
1. Examine the connection to the local LAN
The computers use the IP network protocol to communicate. The details of the IP configuration for your computer may usually be found by using the "ipconfig" program with a "-all" option to show the status all network interfaces. 

In the information displayed when you typed "ipconfig -all", there should be information about the main or primary IP address of your computer. This is the network interface which connects your computer to the LAN.
From the information returned when you typed "ipconfig -all" can you find out the primary IP address of your computer? Note down the IP address.
2. Send an ICMP echo request and examine the response
Type:

ping 127.0.0.1

Record your observation.
The ping command sends an ICMP echo request packet from the client (your computer) to another IP network node. The ICMP server program at the specified destination (which in this case is also your computer, but is more normally another system) receives the echo request message and generates an echo reply message. This is transported by the IP network (in an IP packet) back to the client program. When the message is received, the client displays a line of text telling you that the remote computer is "alive". If the message is not received within a set period of time (i.e., the IP packet was discarded or corrupted within the network), the client program assumes that the remote computer did not reply.

Type:

ping followed by your IP number.
What is your observation? Explain your observation.
Task 2: Examine the Ethernet address resolution protocol cache

1. Identify the Ethernet addresses which have been used by your computer.

Type:

arp -a 
The address resolution protocol (arp) is an important protocol that IP networks use to transmit datagrams over Ethernet LANs. The "arp" program prints the contents of the computer's address resolution protocol (arp) cache. This consists of a list of IP addresses that have recently been used to contact remote computers on the same LAN. Alongside each IP address is the hardware (or Medium Access Control, MAC) address information corresponding to each computer/router. This information is required before the computer may communicate with any other computer directly connected to the LAN, since it is used in the destination address field of the MAC header which encapsulates each IP packet.

2. Identify the Ethernet address of another computer
Type:

arp followed by an IP address in dotted decimal. notation.
It is suggested that you pick an IP address that has the first three decimal numbers the same as other entries in the arp cache. (if you can't remember how to find out the IP address of your own computer look at exercise 1 again). The arp program will tell you whether it can find out the Ethernet hardware address (MAC address) corresponding to the specified IP address.

3. Find an IP address which is not currently in use? 
The arp request sent by the arp program may not have completed, in this case the computer will therefore have an incomplete arp entry or this IP address (this is not always displayed on a PC). You may remember that the arp protocol uses an Ethernet Broadcast frame which is sent to all systems which are directly connected to the local Ethernet LAN. Although all computers receive the arp request, only the computer with the specified IP address (known as the target) replies. Therefore, if no reply is received, it indicates that there is currently no computer on the connected LAN with the specified IP address. 

Use ping (ICMP) again, but this time select other values for the final part of the IP address (i.e. the last of the four decimal numbers separated by dots). Start with the first three bytes (shown as "x" below, from the previous IP address that you looked at using the arp command above). Choose a different value for the final byte (y). One suggestion is to use a high number (e.g. y=250, but be careful not to use y=255 or 0 because these have special meanings). Since most network administrators start numbering their computers in succession starting with "1", the higher the number the greater the chance of the number not being allocated to an operating computer. 

What happens for different values of y? Record and explain your observations.
Type:
ping x.x.x.y 
Type:
ping x.x.x.y 

4. Find out the list of all active computers, 

Type:

arp -a 
The current arp cache should now contain an entry for every host on your network!

However, the arp cache is of a finite size, and therefore on a large LAN, some entries may overflow the cache and will be discarded. After a period of use, the cache would become full of incomplete and obsolete entries for computers that are not is use if it was allowed to grow without check. The arp cache is therefore periodically flushed of all entries. This deletes unused entries and frees space in the cache. It also removes any unsuccessful attempts to contact computers which are not currently running.

Do not use the ping command with the broadcast address often! It asks every system on the network to reply, if you typed this frequently it would cause a lot of network traffic, and may annoy other users!!
Task 3: Learning about computers on remote networks

To send packets from your computer on your local LAN to computers that belong to other IP networks not directly connected to your LAN requires the use of an intermediate system (i.e. an IP router). Each network normally has a local (default) router which will be connected to the local LAN and also to another (remote) LAN.

The remote LAN will, in turn, be connected via other routers to more distant LANs. The use of many routers connected in series, one after another, allows you to send packets to any other IP network in the Internet Wide Area Network (WAN).

This task examines how an IP network sends IP packets to a remote network using the local router. 
1. Verify that your computer is connected to the campus network.

Try to contact the ICMP server on the computer at your chosen web site (e.g. yahoo.com).

Type:

ping www.google.com 
What reply did you get?
2. Using the local router
To proceed further, we will need to use your default router. This is the router for your computer's IP network (sometimes books refer to this confusingly as the gateway router). It is the router to which all non-local IP packets will be sent - and the path by which your computer communicates with all computers that are not directly connected to your local LAN.

We will also use a remote end system, that you know is not local to your site (e.g. choose your favourite web site, the Micro soft web site, or something that you know is in another country). In this exercise, you will send packets directly to the ICMP echo server running on your chosen end system.

Type:

arp -a 
One of the computers listed in the arp cache must be the default IP router. But how does your computer know which IP address corresponds to the default router for your IP network?

The answer is the person who set-up your computer has already configured this (or your computer discovered this, e.g. using DHCP). 

You can find the address of the default router by typing netstat -rn (the options "r" indicates that the routing table should be printed and the option "n" indicates ip addresses should be printed in numeric (i.e., dotted decimal notation)). 

Type:

netstat -rn 
This lists the routing table in your computer. (Other information such as the MTU size of each interface may also be shown). There should also be an entry marked as "default", "default gateway". Note the address down 
Which router is specified as the local (default) router? 
Use ping to verify that the default router is working.

How does your computer know when to route the packet to the local router and when to use arp to find the hardware address of a computer connected to the local network? 
Each time an IP packet is sent, the sending computer must decide whether the destination is directly reachable using the local IP network (LAN) or whether the packet should be sent via the default router.) After making this decision, the computer sets the appropriate MAC destination address to ensure the packet is either directly delivered, or that it is sent to the default router
Assignment 4: Learning about the Internet

In this exercise, you will contact some remote end systems located far away on the Internet. The way in which computers communicate with local systems and remote systems is different. To communicate with a remote system your computer will first send to the default router.
Use the -c option of "ping" to collect some statistics, the "c" option specifies how many packets to send. So, "ping -c10 yahoo.com" sends ten ICMP-echo requests, and displays the time it takes to receive each reply from the ICMP echo server running on the remote computer (i.e. "yahoo.com" in this example). In windows, you should type "ping -n10 yahoo.com", since the option is "n" in this case.

Each time an ICMP echo reply message is received, a single line of text is displayed. Each ICMP echo request message contains a sequence number (starting at 0) that is incremented after each transmission, that your computer can use to keep track of which packets were sent when. The displayed text also shows the sequence number in received packets (so you can see the order in which the reply messages were received), and the measured round trip time (in milliseconds).

1. Contacting remote sites from your computer
Use the Ping program to examine whether some remote sites are reachable from your computer. Here are some addresses to try. Be sure to specify that you would like statistics (-c) and that you are to send only ten (10) messages .

Type:

ping -c10 space.mit.edu 
ping -c10 www.nasa.gov 
ping -c10 cs.wisc.edu 
Do you always get a reply when you send an ICMP echo-request?

The loss of an IP packet may be discovered by a discontinuity in the sequence numbers of received ICMP echo reply messages. The summary at the end of the test also records the percentage of IP packets that were not replied to.

Is it acceptable for packets to be lost?

Do all the measurements of the delay to the same computer take the same time? - Why not? 
Does the distance to the host determine the measured time? 
2. Using Finger
"Finger" is the simplest server program (apart from an ICMP echo server) that is run by computers connected to the Internet. Finger uses a complete set of protocols corresponding to the entire OSI reference model and operates only in End Systems (not generally in routers). It relies upon the transport protocol provided by TCP. Many sites use finger to supply information about users or to provide information about particular subjects.

Contact the finger server at the remote sites that you have just contacted. 
Type:

finger nasanews@space.mit.edu 
A well known finger server used to run at the University Wisconsin, in the USA.
 This finger server provides instructions on the use of a "coke server" - a coca-cola machine connected to the Internet, which allows users to determine whether coke is available, and the temperature of the cans in the machine which are about to be dispensed. Some coke servers also debit the computer account of the users. You could see if it is still working by typing:

finger coke@cs.wisc.edu 
End of assignment
